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Introduction

1. Introduction

“

It is better to be
roughly right than
precisely wrong.

“

- JOHN MAYNARD KEYNES

Models are an integral part of modern banking.
They are used inter alia to price transactions, value
portfolios and optimise returns. They are also a key
cornerstone of the regulatory framework, used to
determine required capital and liquidity.
Models, however, require constant vigilance and
scepticism. Risk measurements and financial
analytics always need to be monitored for
effectiveness and relevance. The simplification
and assumptions that models must necessarily
employ sometimes come at the cost of accuracy
and structural integrity under stress. This exposes
the bank to model risk: the risk of economic or
reputation loss due to errors in the development,
implementation or use of models.
The case for high quality model risk management
may be made by reference to empirical evidence,
in which anecdotes abound.
•

1

The investment firm Long Term Capital
Management (‘LTCM’) utilised highly profitable
quantitative strategies for Fixed Income and
Equity convergence trading. However, the
model did not take account of investor flightto-quality behaviour in times of stress, and the
fund collapsed after the Russia default crisis.
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•

During the financial crisis, the trading of
correlation products such as Collateralised
Debt Obligations (‘CDOs’) and Basket Credit
Default Swap products was responsible for
substantial financial losses (trillions of dollars).
Amongst other things, there was heavy reliance
on certain model assumptions that did not
account for “tail” or extreme risk appropriately.
A mathematical construct known as a “Gaussian
copula” was used to model obligor default
dependency. The pricing model assumed zero
tail dependence between obligor defaults,
clearly a flawed assumption. The problems
unravelled when the US subprime mortgage
market collapsed with a significant number of
defaults, and default correlations went through
the roof. This extreme case was not captured
by the Gaussian copula, and the correlation
products were badly mispriced. In this case,
lack of effective challenge of the assumptions
and inappropriate model use led to catastrophic
financial losses.

This case is strengthened by regulatory impetus.
Increasingly, regulators are asking banks how they
are managing model risk.
•

•

In the United States of America, the Supervisory
Guidance on Model Risk Management1
(SR 11-7) is the cornerstone of local model risk
regulation, and forms the basis of the Federal
Reserve Board’s expectations for models,
such as the Swap Margin Rule2 (including
the exchange of initial margin for non-centrally
cleared OTC derivatives).
What the US has done via regulation, Europe
is generally handling by supervision. In the
European Union, model risk management is
increasingly assessed as part of the governance

1 Federal Reserve, Office of the Comptroller of the Currency, Supervisory Guidance on Model Risk
Management (SR 11-7).
2 US federal agencies, The Swap Margin Rule (SMR), 2015.
3 European Banking Authority, Guidelines on common procedures and methodologies for the
supervisory review and evaluation process (SREP), 19 December 2014.
4 European Central Bank, Guide for the Targeted Review of Internal Models, February 2017.

component of the annual Supervisory Review
and Evaluation Process3 (‘SREP’) inspection.
The associated standards are the subject of
the European Central Bank’s recently initiated
Targeted Review of Internal Models4 (‘TRIM’).
This means going beyond the historic Basel
paradigm, of micro (per model) validation, to macro
(i.e., portfolio level) model risk management. Key
messages are therefore:
•

•

•

Model Risk is a risk like any other and must
be managed accordingly. This is increasingly
the message from regulators (e.g., Fed SR 11-7,
ECB TRIM).
Hence, the role of senior management
must evolve, from one of micro (model level)
oversight and approval, to one of macro
(portfolio level) risk management.
Each request for model approval is a model
risk request, and must therefore be justified
in terms of benefits. Models with excessive
complexity thus fail most risk/reward tests.

This links the model lifecycle to a programme of
risk identification, assessment, monitoring and
mitigation. It enables risk-informed decision
making.
In this paper, we set out the key cornerstones of
a modern model risk management framework.
We start with an overview of the regulatory (i.e.,
mandatory) requirements, but then consider in
greater detail other aspects of the framework,
in particular those where some element of
management discretion remains. We set out our
view of the challenges and emerging best practice,
illustrated where possible with anonymised
anecdotes from financial institutions.
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2. Regulatory Background

So many regulators and standard setters have issued
guidance regarding some aspect of modelling over
the last few years that trying to keep track of every
aspect of this is a thankless, almost Herculean task.
This is further complicated by the sense that different
regulators have differing degrees of enthusiasm
for their use, with some regulators demanding a
higher standard of model, and with others seeking
to minimise their dependence upon bank models.
However, one may discern the following regulatory
trends:
•

•

3

Reduce model risk, both at a firm level and at
a system level. Examples of the former include
detailed supervisory guidance on model
validation; examples of regulatory model risk
reduction include the proposed elimination of
the Advanced Measurement Approach (‘AMA’)
and the proposed of “floors” in minimum capital
determination.
Improve the quality of the models used by
raising minimum standards. This theme recurs
in many recent regulatory standards, e.g.,
the Fundamental Review of the Trading Book
(‘FRTB’) standard for market risk modelling.
It is also central to many recent accounting
standards, with increased XVA scrutiny (for predeal pricing) in the counterparty risk domain, and
the new IFRS 9 standard for credit reserving.

2.1 View from America
The global financial crisis was exacerbated by a lack
of appropriate governance around models and their
use, as well as whether incumbent models were
fit for purpose. The inevitable supervisory reaction
has been increased scrutiny of how models are
built, approved and maintained. In 2011, the Federal
Reserve and the Office of the Comptroller of the
Currency (‘OCC’) published the SR 11-7 supervisory
guidance on Model Risk Management. As part of the
Comprehensive Capital Analysis and Review (‘CCAR’),
banks are required to submit documentation on
model risk management policies and practices. SR
11-7 has emerged as the de facto regulatory standard
for model risk management.
According to SR 11-7, a model is defined as “a
quantitative method, system, or approach that applies
statistical, economic, financial, or mathematical
theories, techniques, and assumptions to process
input data into quantitative estimates”. The key focus
of SR-11-7 is on ensuring that there is an “effective
challenge” of models within financial institutions
and strong evidencing across the end-to-end model
lifecycle, from data acquisition through to reporting.
A strong understanding of all sources of model risk
and associated mitigations is therefore vital.
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Model risk: the use of models invariably presents model risk, which is the potential for adverse
consequences from decisions based on incorrect or misused model outputs and reports.

Model validation: the practice of assessing the assumptions, underlying theoretical basis, and data
used by models, as well as the processing, output, and reporting is one of the key ways to manage,
mitigate, and control model risk.

Common reasons for model risk:

Mitigation of model risk:

•
•
•
•
•

•
•
•

Incomplete or inaccurate data
Flawed theory or assumptions
Coding or implementation errors
Decrease of predictive power
Unapproved model use

•
•

Comprehensive model documentation
Review of conceptual soundness
Ongoing monitoring, including process
verification and benchmarking
Outcomes analysis, including back-testing
Conservatism factors

Figure 1: SR 11 - 7: Model risk sources and mitigation
In summary, SR 11-7 requires financial institutions to:
•

•
•
•
•

•

Establish a strong model governance framework
and infrastructure covering the end-to-end model
lifecycle;
Create a comprehensive model inventory;
Improve and extend model review and validation
processes;
Enhance ongoing model performance monitoring;
Ensure robust documentation exists along with
clear evidence of model approval and conditions;
and
Operate an embedded control framework for
effective model deployment and usage.

Many of the standards in SR 11-7, and the rigour with
which they are enforced, have taken many banks,
especially non-US banks, by surprise. Examples of
areas which have created significant implementation
headaches include:

•

•
•
•
•
•

The broad definition of model, which goes beyond
risk and valuation models and includes other
models, such as trading algorithms and financial
crime detection models;
The expectation that all models are risk-assessed
and recorded in an inventory;
The formalisation of the model lifecycle as a robust
process, with key controls at each step;
The high standard of validation, with its focus on
developmental evidence;
The ongoing monitoring rules, to enable proactive detection of model use issues; and
The expectations of senior management proactively participating in model management.

Given that most banks above a certain size have an
operation in New York, the influence of the SR 11-7
regulations has been felt by many banks, not just in
the US, but globally.
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2.2 View from the UK: Prudential Regulation
Authority
The Prudential Regulation Authority (‘PRA’) of the
Bank of England has long been at the vanguard
of financial regulation. Banks operating in the
City of London have been subject to a number of
supervisory reviews, aimed at increasing model
standards. These include:
•

•

•

The Prudent Valuation rules understood that
many trading book positions are illiquid and
lack transparent pricing data. For such products,
a conservative valuation regime was imposed,
including reserves for model risk.
The PRA was an early adopter of
the
“Risks
not
In
Model”
(‘RNIM’)
regime. Such an exercise consists of
identifying all risk factors used to determine
the valuation of trading positions, and mapping
these to those risk factors present in market
and counterparty risk models. Where there
are risk factors present in valuation but not in
risk measurement, the PRA requires banks
to prudently estimate the implied capital
shortfall and propose appropriate remedial
model actions. Common examples of gaps
include absent and illiquid risk factors such as
cross-risks, basis risks, higher-order risks and
calibration parameters.
The PRA now requires firms to annually (re-)
certify their compliance with the requirements
of approval for using internal capital models.
Specifically, the PRA expects an appropriate
individual in a Significant Influence Function
(‘SIF’) role to provide to them on an annual basis
written attestation that:
•

The firm’s internal credit Internal Ratings
Based (‘IRB’), market, operational

5 Bank of England, Stress Test Model Management, March 2017, available at: www.bankofengland.
co.uk/pra/Documents/about/letter270317.pdf.
6 European Central Bank, Banking Supervision, Guide for the Targeted Review of Internal Models
(TRIM), February 2017.
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•

and Counterparty Credit Risk (‘CCR’)
approaches for which it has received
a permission comply with the CRR
requirements and any applicable PRA
supervisory statements; and
Where a model has been found not
to be compliant, a credible plan for a
return to compliance is in place and
being completed.

A recent example of the PRA’s thinking on model
management came in their recent Note on Stress
Testing5, in which it identified the standards it
expects to be applied to (stress testing) models.
2.3 View from Europe: ECB
To advance a consistent implementation of Pillar I
minimum capital requirements models and the
harmonisation of supervisory approaches, the ECB
has begun efforts on a Targeted Review of Internal
Models (‘TRIM’). It has recently issued guidance6
in which it states that, while the focus of TRIM is
internal (capital) models, it nevertheless expects all
regulated Eurozone banks to have a well-developed
model risk management framework in place, and to
apply this to all models used for business decision
making.
The framework should permit a bank to identify,
assess, monitor and manage its model risk. It
should include a model inventory that facilitates
a comprehensive understanding of the models;
model risk assessment procedures, which enable
risk-sensitive resource allocation; monitoring
mechanisms to pro-actively describe model
errors; and a robust governance which ensures
that pro-active management of model risk is
practised throughout the organisation. This should
all be succinctly documented in a Model Risk
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Management Policy, which describes inter alia
the differing mandates, roles and responsibilities
throughout the bank, and defines key reporting

TARGETED REVIEW OF
INTERNAL MODELS

procedures to ensure that key issues are rapidly
escalated and that the Bank’s model risk appetite
is respected.

•

Capital Requirements Regulation (CRR)

•

Capital Requirements Directive (CRD IV)

•

European Banking Authority guidelines

•

Regulatory Technical Standards (RTS)

•

Approved ECB Banking Supervision manuals and
guidelines

EUROPEAN
CENTRAL
BANK

Figure 2: TRIM
The guide7 to TRIM, published in February 2017 by
the ECB, gives an interpretation of the existing legal
framework (CCR, CRD IV, ECB guidelines, other
references) related to internal models for credit, market
and counterparty credit risks and on general model
governance topics. It aims to harmonise interpretations
and best practices to ensure that internal models are
used appropriately across the industry. The guide
gives appropriate supervisory practices that cover
key elements of internal models including principles
on the model risk management framework and its
components: Governance, validation, internal audit,
model use, management of model changes, data
quality and external involvement.

It also includes substantial details regarding the
expected standards which banks are expected to
achieve for their internal credit, counterparty and
market risk models.
TRIM is an ongoing project that will be further refined
based on feedback received from the institutions
concerned, on-site assessments, SME analyses
on peer groups, and regulatory developments. It
will establish supervision standards comparable to
those of the US; therefore, all Pillar I, Pillar II, and
stress testing models must adopt higher standards.
This implicitly requires the same of downstream
models, such as valuation and behavioural models.
TRIM is expected to be finalised in 2019.

“An institution should have a model risk management
framework in place that allows it to identify,
understand and manage its model risk as it relates
to internal models across the group (institutions
are expected to implement an effective model
management framework for all models)”8.

7 Guide for the Targeted Review of Internal Models (TRIM), available at:
https://www.bankingsupervision.europa.eu/ecb/pub/pdf/trim_guide.en.pdf.
8 TRIM Guide, Article 7.
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3. Model Risk Management
Framework
Model risk cannot be completely eliminated;
however, measures can be taken to manage
it. How can model risk be mitigated?
Best practices from regulatory guidelines
(Fed/OCC, TRIM) encourage institutions
to design and have in place a Model Risk
Management Framework (‘MRMF’). This
consists of a number of elements which
allow for model risk to be identified,
escalated and remediated. The aim is
to establish a framework capable of
closing model risk gaps through feasible
allocation of risk control functions, such that
resources are deployed effectively. The
well-established ‘Three Lines of Defence’
approach deployed in managing other
financial risk types is a good starting point
to enhance the ability of an institution to
mitigate model risk. The figure overleaf
shows the key components of the MRMF.
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•
•
•
•

Policies and procedures
Roles and responsibilities
Control framework
Documentation

GOVERNANCE
•
•

•

MODEL
CONTAINER

LIFECYCLE

•
•
•

Data acquisition
Development
Validation
Testing and
deployment
Approval
Usage
Performance
monitoring
Linkage to risk
appetite

INFRASTRUCTURE
•
•
•
•
•

MONITORING & REPORTING

•
•
•
•

•

•
•
•
•

Back-testing approach
Evidence of model
changes
Dashboards with
certification pipelining
model
use and/or aggregate
model risk exposure
Certification pipeline
Model usage tracking
Regular review cycle
in line with regulatory
requirements
Evidence of which
versions and
parameters are live

Data model and systems
Inventory and libraries
Prototype platforms
Production systems and workflow
Reporting tools

Figure 3: Model Risk Management Framework
3.1 Governance
Governance involves setting out the roles and
responsibilities of the stakeholders in the model
risk management process, accompanied by a set
of principles, policies and procedures necessary
to mitigate the impact of model error or incorrect
model use.
“Developing and maintaining strong governance,
policies, and controls over the model risk
management framework is fundamentally important
to its effectiveness. Even if model development,

implementation, use, and validation are satisfactory,
a weak governance function will reduce the
effectiveness of overall model risk management.”
(Fed/OCC)
A key governance question each firm needs to
ask itself is this: Is senior management actively
engaged in model risk management, or does it
merely rubber-stamp?
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This alas does not suffice, as the extract from the
below speech by Andrew Bailey, previous Head of
the PRA, makes clear:
“Let me give an illustration of this in a highly topical
area for banks and insurers, internal risk models.
What does a Board need to understand? Try the
following:
•
•
•
•

Key elements of model design;
Significant assumptions and expert
judgements;
Key sensitivities; and
Significant limitations and uncertainty in the
model.

To restate, the challenge is to reduce complexity
to simplicity, so that Board members feel that they
understand:
•
•
•
•
•

Where is the model expected to work well;
In what circumstances is it likely to break down;
Is the overall model output credible;
What “moves the dial” in terms of key
assumptions or judgements; and
Are those assumptions and judgements
reasonable?”9

9 Governance and the role of Boards, Westminster Business Forum, 3 November 2015.
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Similarly, the Head of Capital Modelling at a medium
sized Wholesale and Retail Bank said:

“

“It is important that the Board and Senior
Management understand the nature of the risk
captured by the capital model, the approach
taken to calculate capital, the key assumptions
and limitations of the model, the capital
allocation methodology and more importantly
the strategic levers they can pull to influence
capital allocations.”

“

The challenge for members of the Management Body
and Senior Management is often to understand the
highly technical nature of the models which they are
asked to approve. Without the appropriate technical
knowledge, some senior managers may fall back on
managing the process rather than the outcome, by
seeking confirmation that all the correct stakeholders
have been consulted and that correct procedure has
been followed.

A key implication of these expectations is that
high quality documentation and communication
throughout the modelling process is vital, to enable both senior management and the management body to make informed decisions. This
in turn requires us to think carefully about the
different aspects of the governance, with particular
reference to Roles & Responsibilities, and to Policies
& Procedures.
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3.1.1

Roles and responsibilities

MODEL RISK APPETITE

Model Risk

Build
Validation
Changes

Re-validation

Review/Approval

Governance and
Oversight

Model owner
1st line

Validation
2nd line

Risk committees

Board of Directors

Internal Audit, 3rd line of defence

Objectives and Model
design

Principles Policies Procedures

MODEL GOVERNANCE PROCESS

REPORTING AND ESCALATING AS PRESCRIBED IN POLICY AND PROCEDURES

Figure 4: Model risk governance for new models and model changes
As model risk can arise due to both Quantitative and
Qualitative factors such as model misuse, proper model
risk management requires engagement of teams with
a diverse set of skills. Roles and responsibilities can
be grouped into a number of layers of functions:
Model owners – the individual responsible for
developing and using the model provides the first
line of defence. They must also develop the relevant
model documentation describing all of its technical
specifications, restrictions on model use, and strengths
and limitations which, clearly, requires the function to
have complete understanding of the model. A risk
source that may arise in this function is over-reliance
on the specialty of a key team member. All tasks have
to be executed in accordance with the approved
governance and procedures (e.g., key operating
procedures, documentation templates - see figure 5),
provided by the model risk management framework.

Centralised risk functions – include functions such
as framework owner, model validation (both 2nd line
of defence) and internal audit (3rd line of defence).
A fundamental requirement is that model validation,
and in particular internal audit, are performed
independently from other functions in order to
avoid any conflict of interest that may arise when
framework breaches occur. Responsibilities of the
centralised functions range from highly technical
assessment of model assumptions, methodology
and performance, to a qualitative assessment of the
execution of policies and procedures embedded in
the model risk management framework. In addition
models can vary in complexity and type, can cross
business lines, and risk categories. The board of
directors, which is ultimately responsible for the
effectiveness of the management framework,
needs to ensure that the centralised functions have
the required resources and skills.
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Role

Responsibilities

Functional roles
Responsible for executing policies and producers prescribed in the model risk management framework.
Model owner
(1st line of defence)

•

1

•
•
•
Control functions
(2nd line of defence)

•
•
•

2

•
Independent validation
(2nd line of defence)

2

•

•
•
•
Internal Audit
(3rd line of defence)

3

•
•

Ensures the model complies with business requirements and
framework requirements.
Responsible for the end-to-end model lifecycle: design, build, use and
performance monitoring.
Produces and maintains documentation.
Implements controls and responds to breaches identified by model
validation.
Own the framework.
Ensure adequate controls are in place.
Manage conflict of interest, e.g., between model owner and model
validator.
Approve use of independent external validation.
Performs independent validation of documentation provided by
model owner, model assumptions and implementation, model use
and limitations on use, model inter-dependencies; can the model be
reproduced by a third party using existing documentation?
Monitors remediation of breaches performed by the model owner
and corresponding documentation.
Monitors production results against expected results.
Ensures that any external independent validation required has the
expertise and skill to perform the validation.
Assesses the performance of the model risk management framework:
governance, risk management and internal controls.
Evaluates existing policies and procedures to determine whether
they are adequate and comply with regulatory requirements and with
industry best practices.

Governance bodies
Review, challenge and manage the scope of the model risk framework in accordance with the risk appetite tolerance of the
organisation.
Model risk committees

•
•
•

Board of Directors

•
•
•
•

Review all model validation reports, approve remediation plans and
monitor their implementation.
Advise the board of directors on significant changes required to the
model risk management framework.
Review new models, significant model changes and new model
pipeline, and advise the board.
Ensures that there are sufficient resources available, appropriate
training and guidance.
Specifies the model risk appetite to be embedded into the framework
through principles, policies and technical specifications.
Approves models or significant changes based on materiality, e.g.,
new, high materiality models.
Drives change towards a more robust and effective framework by
reviewing and amending model risk management policies.

Figure 5: Roles and responsibilities within different functions of the model risk management framework
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The key question which each firm should therefore
ask is thus: How are the three lines of defence
demarcated within the firm?
A question which starts with consideration of the risk
committee structure and risk organisation, and the
degree of centralisation therein, and then considers the
different controls in place throughout the organisation
to ensure their correct operation. These decisions
are then documented in a detailed set of policy and
procedure documents.

3.1.2

From principles to procedures

Model risk governance also contains the principles,
standards and procedures related to model risk
which are embedded into the framework.

High level standards
and principles

“To have a holistic understanding of risks and risk
measurement, it is expected that institutions will
either develop group-wide principles and guidelines
relating to the development and maintenance of
internal models, or ensure that each relevant entity
has an appropriate, independent audited framework
in place”. (TRIM)
Financial institutions should develop a set of high
level minimum standards around the modelling
process that guarantee compliance with the
minimum regulatory requirement and best practices
expected. Additional standards could be applied
based on a number of factors, such as differences
in regional regulatory requirements, financial model
categorisation and materiality of the model.

A set of high level standards to enforce compliance with minimum regulatory
requirements and a commitment to industry best practices throughout the modelling
process.
Subsidiary level principles
and standards

Policy and principles based on
Regional policy, e.g
EMEA model risk policy financial model classification,
e.g. credit models or pricing
models

Model documentation
template

Validation guidelines

Model Inventory guidelines

Data quality governance

Ensures consistent
documentation of models
across end-to-end model
lifecycle.

Guidelines to ensure that
the model meets prescribed
objectives, minimum regulatory
requirements and best
practices.

Provides guidelines on details
of the model to be recorded.

Governance around the quality
of the data to be used as input
data, e.g. validation of input
data.

Model changes governance

On-going monitoring

Use of external models

Model development and use

Guidelines on the approval
process of model changes,
extent of changes and
assessment of impact.

Governance around the extent
and frequency of testing and
monitoring necessary to ensure
consistent model performance.

Governance required for using Governance process for
external models: Service Level designing, building, validating,
Agreements.
approving and using new
models.

Figure 6: Key components of the Model Risk Management Framework
The main purpose of a policy is to define a risksensitive model governance approach. A guiding
principle for managing model risk is “effective
challenge” of models, that is, critical analysis

by objective, informed parties who can identify
model limitations and assumptions, and produce
appropriate change. Effective challenge depends
on a combination of incentives, competence
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and influence. Incentives to provide effective
challenge to models are stronger when there
is greater separation of that challenge from the
model development process. Competence is a
key to effectiveness, since technical knowledge
and modelling skills are necessary to conduct
appropriate analysis and critique. Finally, in order
to be effective, challenge must have the influence
to ensure that actions are taken to address model
issues, through a combination of explicit authority,
stature within the organisation, and commitment
and support from higher levels of management.

•

•

•
•
•

Link models to
limit calibration,
thresholds and
risk capacity

Back-testing
Usage monitoring
Ongoing testing

3.2

Model lifecycle

The model risk governance framework should provide
end-to-end coverage of the model lifecycle. A robust
policy defines a best-practice model lifecycle, which
describes the different stages of production of a model,
such as development, implementation, validation,
approval and use. See the diagram below for details.
Defined processes assure that the model design and
implementation is aligned to objectives, and that the
model is used accordingly. Robust standards on internal
validation are established, facilitating the risk assessment
and findings, with key risk issues tracked and reported to
senior management.

Integrity, quality and appropriate tools

DATA
LINKAGE TO
RISK
APPETITE

DEVELOPMENT

•
•
•
•
•
•
•

•
Model
lifecycle

PERFORMANCE
MONITORING

TESTING &
DEVELOPMENT

•
•
•

Facilitate strategic
decision making

USAGE

VALIDATION
APPROVAL

•

Figure 7: Model lifecycle stages
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Design and objectives
Hypothesis
Assumptions
Regulatory requirements
Technological aspects
Inventory
Classification system

•
•
•
•
•

Sign-off for deployment

•
•

Business Functional
requirements
User acceptance testing
Path to production

Data
Methodology and
theoretical soundness
Back-testing results
Stress testing results
Model stability
Qualitative assessment
Model risk quantification

Model Risk Management
Model Risk Management Framework

Origination, design and
development

The model owner needs a clear understating of the purpose of the model – why
the business needs it. Clearly documented business requirements enable the
model builder to construct a model that is aligned with business needs.

Implementation

Implementation requires the infrastructure to develop, test and run the model. The
model owner, in liaison with IT, ensures that platforms and tools are in place to
support the model throughout its end-to-end lifecycle. Technical and functional
specification documents specify the implementation of the model.
Testing should expose model strength, limitations and constraints beyond which
model performance deteriorates significantly. If models are provided by a third
party, their documentation needs to be reviewed and results examined to ensure
the model works as intended, and that the model owner has full understanding of
its limitations.

Validation

Independent validation provides assurance that the model performs as expected,
meets business needs and satisfies regulatory requirements. Some of the
elements covered by validation are:
•
•
•
•
•

Model purpose;
Model design, assumptions and development;
Performance;
Use; and
End-to-end model lifecycle documentation, i.e. can the model be reconstructed
independently using the documentation?

Crucially no conflict of interest should arise when carrying out the validation.
Approval

All models are reviewed and approved by the relevant committee(s) before being
approved, and the board of directors informed. The committees may also advise
and refer the final decision to the board of directors. The materiality of the models
is a significant factor when determining the approval process.
The decision uses the reports from the model owner, which include adequate
information to support the review. Reports provide concise remediation actions
and plans in response to validation reports and issues identified. Similarly the
committees receive and review all validation reports.

Use

Only when the model has been approved can it be deployed in a production
environment. The model owner documents the scope of and concise restrictions
on model use. Controls to ensure intended model use can also be put in place.

Ongoing monitoring

Ongoing monitoring of all models ensures that the model performance is
within agreed parameters and enables identifications of model limitations and
weaknesses. It is an important source of insight into the operational implementation
of a model, e.g., data issues, methodology complexity and technological
considerations.

Figure 8: Core components of the model lifecycle
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The general concept of a model lifecycle is broadly
understood, with varying degrees of detail, by most
firms. The challenge in implementing this is to map
to each key stage of the lifecycle the appropriate
controls, to ensure that errors are detected and can
thus be corrected.

Model output
use

Examples of how errors may arise at different stages
of the model lifecycle and how the lines of defence
may “intercept” these errors are:

Error

Risk Mitigation

Role/Line of Defence

Raw data extracted from the
database are incorrect

Model owner implements a
series of data quality checks:
completeness checks, statistical
tests. Checks against data
governance policy

Model owner/ 1st line of defence

Model metrics selected as
inputs (no correlation tests
performed)

Independent model validation
request that model owners
include additional tests

Model validator/ 2nd line of
defence

a) Model relies on large
number of assumptions
b) Model calibrated using data
from a stable period when
expecting environment to be
influenced by extreme (e.g.
political) events

a) Model owner, responsible
for
methodology,
builds
model prototype and tests its
performance to identify areas of
weakness before build stage
b) Independent review of model
methodology by Model Validator
before full commitment

Model owner and Independent
Validation/ 1st and 2nd line of
defence

Models are applied outside
their approved scope

a) Internal audit performs
independent assessment of the
effectiveness of the model use
policy and finds gaps
b) Model owner approves key
reports based on model output
c) Backtesting provides statistical
evidence of model output
reliability

Internal audit/ 3rd line of defence
1st and 2nd line of defence

Input data

Model design
and build

What are the key controls used at each stage of
the model lifecycle to manage model risk?

Figure 9: Examples of key model controls
3.3

Model Infrastructure

The technology infrastructure is an important
component of the model risk management framework.
The interconnectivity between source data systems,
analytical engines and reporting platforms needs to
be well documented, with the rationale for platform
choices clearly articulated.
For underlying systems, the completeness, accuracy
and timeliness of data that feed models needs to be
a top priority, with a clear segregation between input
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data, model data and output data. A well-defined
data model will ensure traceability from inputs
through to outputs. The choice between internal
vs. vendor systems needs to be clearly articulated.
There needs to be a robust vendor selection process
undertaken by an independent body if possible, so
that the financial institution is able to consider how the
vendor systems fit within the current infrastructure.
The same controls need to be applied to vendor
systems as internal models.
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For analytics, there needs to be a detailed inventory
of model libraries, with clear documentation of those
used for prototyping vs. production clearly identified.
Doing so will ensure that errors can be picked up
quickly and remediated. It also enables model usage
to be tracked more effectively. However, if possible,
it is important to consider whether single modelling
platforms can be used for both prototyping and
production. This will mitigate the likelihood of errors
in implementation and vastly improve delivery time. In
fact, prototypes should be used in the requirements
gathering phase to demonstrate the model as a
“proof of concept”, and then productionised using
the same language. Any changes made need to be
correctly versioned, documented and implemented.
For example, a derivatives pricing model can be
developed and productionised in the same language,
so that there is clear propagation from R&D through
to production.
A number of financial institutions are shifting from
vendor solutions to open-source modelling platforms,
such as Python, Julia and R, in areas such as machine
learning, derivatives pricing, capital modelling and
stress testing. Key drivers have been transparency,
speed, cost, flexibility and auditability. Models need
to stand the test of regulatory scrutiny and enable
strategic decision making. The head of quantitative
analytics at a large insurance company, who shifted
the firm’s Solvency 2 capital modelling onto an opensource platform, said:

“

“Why do we have different tools for prototyping
vs. production? Surely, using a single open
source modelling platform reduces the
likelihood of implementation errors, especially
when the tool in question is fast, cost effective,
robust, flexible, transparent and auditable.”

“
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For reporting, model outputs need to be presented
in a logical structure to aid strategic decisions.
Appropriate platforms need to be chosen that
enable drilldown from outputs through to underlying
inputs to explain changes. Advancements in data
science and visualisation need to be used to aid the
dynamic management of model risk, so that clusters
of model risks can be identified and mitigated. The
issues may be systematic, with multiple models
depending on the same datasets, or systemic, in
that the failure of one model can have a “domino
effect” and cause the failure of multiple others.
For example, the failure of a single credit scorecard
model can impact a capital calculation model and an
IFRS 9 credit impairment model.

arise in development and implementation are, in effect,
a consequence of this lack of common infrastructure.
3.4

Once a model has been validated and approved, it
then enters official use within the bank for internal
reporting purposes. At this stage, there is the danger
of complacency: after all, what could possibly go
wrong, given all the meticulous control work applied
to date?
There are a number of possible errors which can (and
do) occur after validation and approval:
•

Many financial institutions have layers of technology
built up through time, with many legacy platforms.
It is difficult to disentangle the “spaghetti” or
introduce changes to the existing architecture. There
are different tools used for the same purpose and
across the model lifecycle, with data coming in from
several sources. Financial institutions need to think
strategically about the end-to-end model lifecycle
when making infrastructure choices. Here, the key
question is:

•

•
In determining the optimal technology infrastructure, covering the full model lifecycle, have
you considered key factors such as speed, cost,
vendor vs. internal systems, simplicity, robustness,
flexibility, transparency and auditability?
Most Banks have an IT strategy that enables
rapid prototype development and promotion.
And yet, so many of the fundamental problems which
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Monitoring and reporting

The model reaches its theoretical limitations, e.g.,
certain types of stressed markets. One should be
able to identify these scenarios in advance from
validation work, and thus be forewarned of stormy
waters.
The model ceases to function correctly, due to
errors in the live environment, e.g., due to poor
data feeds or to system changes. Often, such
environmental errors produce egregious errors,
which makes identification straightforward,
however this is by no means given.
The model is used incorrectly. Models are often
developed with a particular business need in
mind, but as the underlying portfolio grows, so
does the need for evolving model sophistication.
This is often the hardest production error to
detect, and thus can only be mitigated by strict
controls around model use.

Monitoring and reporting thus refer to those
periodic activities which occur once a model has
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been approved for use, in order to verify that it is
being used and functioning correctly. Often, the
most visible consequence of model use is the
reports which are generated by the model. The
management information associated with a live
model should be monitored for correctness, with
appropriate heuristics in place to enable rapid
identification of potential errors or issues.
The ongoing monitoring continues throughout the
life of the model, to track known model limitations
and to identify any new ones. Model outputs may
also be verified through the use of appropriate
benchmarks, which enable rapid identification of
divergence. Discrepancies between the model
output and benchmarks should trigger investigation
into the sources and degree of the differences.
Where available, ongoing model monitoring
should also utilise management reports, e.g.,
portfolio reviews, reconciliation reporting and
back-testing reports. It should include the analysis
of any overrides which have been made in the
reporting and production process, evaluating the
reasons and tracking their performance. Many of
the tests employed as part of model development
and implementation should be included in the
ongoing monitoring and be conducted periodically.
If outcomes analysis produces evidence of poor
performance, the model owner should take action
to address those issues.
The fundamental question that a firm should ask
is thus: Are you able to efficiently detect model
errors or issues?

For example:
• How will I know if the model is working?
• How will I know if it isn’t working?
• What are the warning signs we need to adapt in
daily work?
Such questions should, in principle, be answered as
part of the model validation process. However, there is
no substitute for constant vigilance in model use.
3.5

Model container

An increasingly familiar, real-world problem: your
regulator requires you, at short notice, to send a
complete model file. Can you assemble all the required
documents, evidence and reports at short notice?
Often, the required components are distributed across
the firm, with for example methodology papers held
by the model owner, data and systems documentation
held in IT archives, and output reports held in various
corners of risk and finance.
Do you have a central repository to capture all
evidence pertaining to model changes (such as
documentation, model prototypes, code and
reports) across the full lifecycle?
A model container is a repository that links all aspects
of a model: model lifecycle, governance monitoring
and reporting, and infrastructure. It covers all models
within an organisation and provides a microcosmic
view of the model risk framework. Key characteristics
captured include:
•
•

Who developed the model?
When was it last validated?
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•
•
•
•

How is the model performing?
Do we have enough oversight of the model?
What are the documentation gaps?
What are the bottlenecks in the documentation
gaps?

The container has key information but also actual
items such as documentation and code approval
emails. It can facilitate a group-wide evaluation of
aggregate model risk. In addition to information
included in a model inventory, it may also contain
validation reports, model owner reports, internal audit
reports, on-going monitoring results, etc..
Best practice model risk management increasingly
requires a central tool which serves a number of
functions. It acts as the official Model Inventory, where
all models are registered and scored; it acts as the
repository for all required documentation; it acts as an
Action Management tool, to enable all stakeholders
to keep track of all forthcoming tasks such as Revalidation, or Audit gap closure. Such a tool thus
becomes the basis for all model risk reporting, both
internal and external. We will explore some of these
themes in the next chapter.
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4. Model Risk Assessment

4.1

Model risk appetite

The Financial Stability Board (FSB) defines risk appetite
as “The aggregate level and types of risk a financial
institution is willing to assume within its risk capacity
to achieve its strategic objectives and business plan”.
Specifically, model risk appetite is the extent to which
the organisation is willing to accept the inherent risk that
arises from the application of models in order to achieve
its objectives. By nature, the broad applicability of models

which crosses business lines and risk types requires
model risk appetite to be considered within the context
of the risk appetite framework of the organisation.
Model risk appetite is translated through statements,
quantitative and qualitative, to more precise risk appetite
metrics and thresholds, as shown in the figure below.

Board of Directors

Model risk appetite

Model risk appetite

Qualitative

Quantitative

Metrics and thresholds of risk appetite

Combined
model risk
score

Quantitative
thresholds

Number
of high
materiality
models

Measurement
of total
validation
quality

Number of open
model issues

Figure 10: Risk appetite setting
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The criteria used to determine which models are
material to the organisation should be aligned with its
risk appetite. Materiality is the impact or consequences
that model error has on the financial institution.
This impact is typically not directly proportional to
the model error. For example, depending on the
risk appetite, the organisation may deem a model
to be material or important depending on whether
the model results are the primary factor affecting
decisions relating to capital calculations or liquidity,
or if the model has many downstream dependencies.
These criteria may be independent, regardless of the
complexity of the model and the actual quantitative
model error. Materiality can also be set based on
criteria related to the model in question such as:
•
•
•
•

Model complexity;
Number of assumptions;
Data inputs; and
Number of identified model weaknesses.

In addition, risk appetite limits may be set based
on appetite metrics which aggregate model risk
to business line, entity and group wide levels, for
example, limits on the number of high materiality
models, the combined quality of the validation, or
internal audit results. Whilst financial institutions
specify their own model risk appetite as a reflection
of business needs and objectives, it also has to be
within the risk capacity of the organisation given its
resources. The FSB defines risk capacity as “The
maximum level of risk the financial institution can
assume given its current level of resources before
breaching constraints determined by regulatory
capital and liquidity needs, the operational
environment
(e.g.
technical
infrastructure,
risk management capabilities, expertise) and
obligations, also from a conduct perspective, to
depositors, policyholders, shareholders, fixed
income investors, as well as other customers and
stakeholders”.

Objectives

Risk
appetite

Figure 11: Risk appetite definition
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In addition to important factors such as business
objectives, risk capacity and resources, available
model risk appetite is also influenced by:

a. The varied complexity of models across the
institution. Some comparability of model risk
measures utilised across the model landscape would
allow the board to better assess and understand the
risk they are willing to accept.
b. A fundamental understanding of limitations and
restrictions of models.
c. The aggregated model risk, which may be complex
or poorly understood. For example:
i. Inclusion in the aggregation of external, blackbox models, and
ii. Correlations used to aggregate risk which are
not based on solid scientific grounds.
d. Communication, comprising:
i. Top-down communication of model risk appetite
to all stakeholders. Model risk appetite must be
consistent and understood by all stakeholders;
and
ii. Bottom-up communication of the materiality of
model risk to the board through the governance
framework.

- Financial Stability Board

“

“...an impoverished conception of ‘risk
appetite’ is part of the ‘intellectual failure’ at the
heart of the financial crisis. Regulators, senior
management and boards must understand
risk appetite more as the consequence of
a dynamic organisational process involving
values as much as metrics.”
- (Accounting, Organizations and
Society 34 (2009) 849–855)

“

“Relevant staff at all levels should know and
understand the core values of the institution,
its risk appetite and risk capacity. They should
be capable of performing their roles and be
aware that they are held accountable for their
actions in relation to the institution’s risk-taking
behaviour.”

“

•

“

Key challenges related to model risk appetite are:

“

“The risk appetite statement should be easy
to communicate and therefore easy for all
stakeholders to understand. It should be
directly linked to the financial institution’s
strategy, address the institution’s material
risks under both normal and stressed market
and macroeconomic conditions, and set clear
boundaries and expectations by establishing
quantitative limits and qualitative statements.”

“

In assessing the adequacy of model risk appetite, the
key question which each firm should ask is thus: How
does your Risk Appetite compare to your model
performance indicators?

- (Page 30, Draft Guidelines on Internal
Governance - EBA/CP/2016/16)
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•

•

4.2

Embedding model risk appetite in a model risk
management framework, which enables effective
communication and monitoring of model risk.
Establishing a framework which allows model
risk appetite to be managed against changing
business
environments,
objectives
and
regulations, i.e., the ability of the organisation to
adapt and set model risk appetite appropriately.
Scope

A key decision which each bank must take when
establishing a model risk management framework
concerns the exact scope of application: Which
models are in scope, and which models (if any) are
out of scope?
Many European commercial banks have traditionally
elected minimal coverage, restricting the scope to
regulatory models (e.g., those used to determine Pillar I
capital, ICAAP and ILAAP, stress testing and IFRS 9).
A medium sized bank might have on the order of 50
to 100 models in such a portfolio.

scope definition, which is based on the above
hierarchy principle: models which, directly or indirectly,
act as inputs to capital models are, themselves, within
the scope of model risk management. This typically
increases the number of models in scope by an
order of magnitude, to somewhere between 500 and
2,000.
Data
Model parameters
Valuation model
Risk models
Capital per risk type
Total capital

Figure 12: Model hierarchy
However, many of these models make use of multiple
modelled inputs. For example:
•

•

Financial market risk models such as VaR
and CVA use valuation models as inputs. And
these valuation models themselves are often
dependent on modelled parameters, such as
those extracted from volatility surfaces.
ALM models for the measurement of interest
rate and liquidity risk similarly require economic
valuation models, which in turn require as inputs
behavioural maturity models and a selection of
yield curves.

In short, one has a model hierarchy which links capital
to data over several intermediate steps. This model
hierarchy has led many banks to adopt a broader
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In contrast, all US banks have – in line with SR 11-7
requirements – officially adopted a universal scope
definition: if it’s a model, then it’s in the scope of model
risk management. This means that models outside the
above perimeter, such as trading algorithms, financial
crime detection models, marketing selection designs,
and interest rate management methods, all enter the
scope of the policy. Such a scope massively increases
the number of models to be registered, from a few
hundred to over a thousand. The massive increase in
workload implied by such a scope increase requires the
application of a risk-sensitive model governance, which
prioritises resources towards the higher risk models.
A non-US bank could in theory elect to adopt a twopronged approach, with an SR 11-7 based scope
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definition for US operations and a narrower scope
definition for other operations. However, for any US
operation above a certain size, this rapidly becomes
cumbersome. Many of the models used directly or
indirectly by the US operation will in fact be global
models, used elsewhere in the bank; hence, one
rapidly finds that a very large number of models which
have been developed at head office enter the scope
of SR 11-7. Therefore, there comes a point at which
the demarcation becomes arbitrary, with certain high
risk models out of scope, but many low risk models in
scope. As a consequence, many firms are increasingly
adopting as best practice the principle that all models
should be subject to model risk management. Time
will tell whether this approach is sustainable over the
long term.
Adopting this approach moves model risk management
away from being purely an exercise in compliance, and
enables some element of pro-active risk management
to take place.
4.3

Model risk measurement

The essential starting point for a model risk
management framework is the mandatory registration
and risk assessment of all models within the agreed
scope. This implies some notion of risk scoring, which
prompts the question: How do you determine the
level of risk in a model?
The measurement of model risk should be a
combination of expert input and empirical evidence
with both qualitative and quantitative assessment.
The models listed on the inventory should be scored
consistently through construction of a scorecard, so
that the degree of model risk can be compared on
a like-for-like basis. One key objective of scoring
is to ensure that that one can discriminate between
models and rank them in terms of high, medium
and low model risk. The precise scoring mechanism

can be as granular as required, as long as one can
discriminate between the models. What is key for
senior management is to understand key sources and
clusters of model risk to help guide mitigating actions.
The information should be collected first through a
self-assessment exercise completed by the model
owners and key users, if applicable, and checked for
completeness and consistency, ideally by a centralised
model risk team who has a separate reporting line to
model owners or validators.
Each model should be scored based on impact and
severity dimensions. Impact relates to the materiality
of the model. For example, what balance sheet size
does it account for, how much regulatory capital is
attributed to it, and how many other models depend
on it. For example a Value at Risk (VaR) model would
have a higher impact score than a single derivatives
pricing model.
Severity relates to the degree of complexity of
the model. The metrics used to assess this should
go beyond pure quantitative measures to include
qualitative assessment as well. The assessment
should cover the full model lifecycle with respect to:
•
•
•
•
•
•
•
•
•
•

Data quality;
Documentation quality;
Quality of model development;
Completeness/quality of validations performed;
Quality of user acceptance testing;
Quality of model deployment;
Approvals obtained;
Model use;
Ongoing performance monitoring; and
Degree of embedding into the business.

The assessment then provides a heatmap of key
sources of model risk. The scoring data should be
visually represented, so that gaps can be highlighted
to help drive remedial actions, and also highlight
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how far an organisation is from a target state. For
example, in the following diagram, on a scale of 1 to 5
(with 1 being the lowest and 5 the highest), the model
in question is assessed along several dimensions
across the model lifecycle. The key sources of
model risk are documentation quality, completeness/
quality of validation, model use and ongoing model
performance. This tells senior management that
actions need to be taken to improve documentation,

improve validation processes and ongoing monitoring
of performance (e.g., backtesting), and ensure that model
outputs are used appropriately (i.e., an appropriate
control framework exists, and the right people are using
the outputs to drive strategic decisions). However, the
above should be viewed alongside the materiality of
the model. If the model is highly material and has the
weaknesses mentioned above, it would merit more
management attention than a model with low materiality.

Severity Assessment
Data quality
Degree of
embedding into
the business

5

Documentation
quality

4
3

Ongoing
performance
monitoring

Quality of model
development

2
1

Completeness/quality
of validations

Model use

Approvals
obtained

Testing
Deployment

Figure 13: Model risk scorecard: severity assessment
The scoring exercises should be repeated
periodically, so that the impact of management
actions can be ascertained. Through time, one
can understand model risk trends and emergent
clusters that require senior management attention.
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On top of model scoring, at the micro level the degree
of model risk should be ascertained through model
validation exercises. This can be done, for example,
through identification and quantification of errors.
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Identification of error sources

Quantification of error

Data

•
•

Insufficient data and data errors
Predictive power

•
•

Output sensitivity to data error
Sensitivity to absence of variables

Model design

•
•

Incorrect assumptions
Technological difficulties

•

Sensitivity of results to scenario
testing
Using alternative/external models
to compare results

•
•

Model not updated regularly
Inconsistent with model

•

Model use

•

•

Simulate predictive power of a
model over time
Impact of model misuse

Figure 14: Examples of model risk quantification
4.4

Model risk aggregation and reporting

The final question we pose in respect of a firm’s Model
Risk Management framework is the following: Are
senior management and the management body
appropriately informed about the level of model
risk in the firm?
Development of comprehensive model risk reporting
for senior management and risk committees becomes
an essential part of model risk management. This
requires having both some notion of individual risks,
with the critical ones individually highlighted, and
some notion of aggregate risk.
Once models are consistently scored, aggregation of
model risk can be performed along multiple severity
dimensions. Firms may want to think about how they
weigh the scores based upon the impact score of a
model. There may be a few dimensions across which
organisations choose to aggregate their model risk,
such as:
•

Severity dimensions including:
• Data quality;

•
•
•
•
•
•
•
•
•
•
•
•

Documentation quality;
Quality of model development;
Completeness/quality of validations
performed;
Quality of user acceptance testing;
Quality of model deployment;
Approvals obtained;
Model use;
Ongoing performance monitoring;
Degree of embedding into the business;
Business unit;
Legal entity; and
Trading desk.

One can create a model risk hierarchy, so that the
degree of model risk can be assessed at different
levels of granularity (perhaps even from group
level down to the level of an individual model).
At the end of the day, the aggregation should
be informative and help drive the right sorts of
behaviours in the organisation, so that clusters of
model risk can be mitigated in an effective and
timely manner.
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5. Industry Challenges

The key challenges for the industry and responses
in building a model risk framework are summarised
below. The goal for a firm is to:
• Know what types of models it has;
• Know how these models are performing;

•
•

Industry response

Key industry challenges
1.

Perform a current state assessment of the
model risk framework to identify gaps against
best practice;

Establishing a
framework that
is adaptable to
emergent risks and
market changes

Balancing model
complexity and
operational
necessities

Establishing a
strong model
infrastructure across
the model lifecycle

Effectively
challenging
model design,
development and
use

Enhancing model
risk assessment to
support decision
making

Improving and
extending
model review
and validation
processes

4. Define methodologies for the consistent
scoring of model across multiple dimensions
that facilitate risk assessment, comparison and
prioritisation;

Establishing a strong
model governance
framework covering
end to end model
life cycle

Addressing
insufficient input
data

5. Create a model container that encapsulates
all model management components and
facilitates the dynamic management of model
risk;

Operating an
embedded control
framework for
model deployment
and usage

Enhancing model
performance
monitoring

Ensuring robust
evidencing across
the model lifecycle

Creating a
comprehensive
model inventory

Figure 15: Key industry challenges and responses
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Know whether there is robust governance in
place; and
Ensure there is transparency and effective
challenge of models.

2. Enhance the model governance framework
including policies and procedures, roles and
responsibilities and committee structures;
3. Improve processes across the full
model lifecycle including governance,
documentation, monitoring and reporting;

6. Conduct independent model review,
benchmarking and remediation to ensure that
models withstand regulatory scrutiny;
7.

Provide enterprise wide training on model
risk.
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6. Conclusion

Many high-profile cases of model failure, such as LTCM and the
use of “Gaussian copulas” in the run up to the financial crisis, led to
significant losses and reputational damage for financial institutions.
The SR 11-7 regulatory guidance on model risk management has
emerged as the de facto regulatory standard. Although banks in
Europe have been slow to adopt SR 11-7, the Targeted Review of
Internal Models (TRIM) has now put heightened focus on model risk
management in the Eurozone.
Given the increasing impact of models on bank activities and the
increasing weight of regulatory and supervisory scrutiny on model
risk, banks will need to strengthen the robustness of their model
risk management framework. The key components of a model risk
management framework are governance, lifecycle, infrastructure,
monitoring and reporting, and a container that links together all
segments of a model.
In establishing a model risk management framework, banks
have several choices to make. What is important is to get the
right balance between sophistication vs. embeddedness that is
commensurate with the bank’s business model. In terms of best
practice, financial institutions should aim to have a complete model
inventory, a centralised model risk function with the appropriate
skills and expertise, a consistent scoring mechanism for models in
their inventory, a strong control framework for model use, a view
of risks across the full model lifecycle, a strong understanding of
model performance, a clear articulation for technology choices
– whether internal or vendor solutions -- and effective challenge
of model assumptions. At the end of the day, the model risk
management framework will need to stand the test of regulatory
scrutiny and safeguard financial institutions from future losses and
reputational damage.
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